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Malvertising Trends Q4 2024
Holiday Clickbait Dominates Q4

Black Friday
Thanksgiving

The primary scams identified include



Over 70% of users now perceive at least half 
of online ads as untrustworthy—a trend fueled by 
a 10% year-over-year surge in malvertising levels 
in 2024. Malvertisers are increasingly exploiting 
social engineering tactics to deceive users, with 
holiday shopping events like Thanksgiving and 
Black Friday fueling a surge in clickbait scams.

RedirectClickbait

Learn More

Misleading product offers: 31%

Tech support scams: 23%

Financial scams: 22%

https://www.geoedge.com/contact-us/
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Q4 Malvertising Clickbait Attacks  
The Holiday Season's Hidden Threats

Tech Support Scams

 Promotes a fake opportunity to invest in Amazon stock.

 Victims are prompted to provide their personal details. Once 
submitted, scammers contact victims to register them 
for a fraudulent trading service

 67% of the attacks were served in the US. 


 Impersonates Microsoft, Windows, or Apple, offering fake virus protection 
services

 Various attacks display a phone number, using social proof to manipulate 
users through social engineerin

 79% of the attacks were served in the US. 
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Financial Scam
Malicious Domain:

readbuzzhub.com

Malicious Domain:

web.core.windows.net



Q4 Malvertising Clickbait Attacks 

The Holiday Season's Hidden Threats

Misleading Product Offer
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57%

43%

Mobile

Desktop

 Promotes a fraudulent "Dr. Gundry" product.


 The scam relies on fake articles, videos, user 
testimonials, and bogus discounts to mislead users.

 64% of attacks were served in the US. 

GeoEdge User Survey December 2024*

75% of users express concerns about  
threats posed by online ads, while 70% call 
for stricter vetting to ensure 

malware 

ad safety.

Malicious Domain:

thehealthiestfat.com
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